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Emerging Technology
and Implications
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Emerging Technology

Internet & Web 3.0: the new “wild, wild west?”

AI and Generative AI/CHATGPT – Understanding How it Works (Usage 
and Service Terms)

Who is using ChatGPT and how?

New York Times profile of Google’s Geoffrey Hinton: “The ‘Godfather 
of AI’ Leaves Google and Warns of Danger Ahead” (May 4, 2023)

Is a moratorium on AI realistic?

Is banning AI/GAI in schools realistic?
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Benefits and Risks of
AI/Generative AI
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School Benefits to Consider

Enhancing the creative process

Tackling challenging questions effectively

Facilitating brainstorming sessions and refining research topics

Supporting teachers in crafting and structuring course content

Tailoring lesson plans to accommodate diverse learning needs

Igniting students’ curiosity and fostering creativity

Illustrations for student papers and teaching instructional materials

Updating curriculum

Career guidance and counseling
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How is AI/GAI being used in Schools?

Teachers: personalize learning, enhance 
engagement, streamline administrative tasks 
such as grading, and access AI-driven 
professional development modules

Administrators:  implement predictive analytics 
to identify students at risk, enhance school 
surveillance systems to increase campus safety, 
deploying chatbots to assist with administrative 
tasks like onboarding and answering questions 
about policies and procedures, and streamlining 
all manner of school operations – from bus 
schedules to improved cafeteria menus

Students: help with research projects and 
assignments, engaging in interactive simulations 
and scenarios to enhance their experiential 
learning, and practicing their skills
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AI Risks to Consider

Intellectual Property 

Malware development

Deepfakes

Phishing

Sexting/Cyberbullying

Mis/dis/malinformation without a verification process

Algorithmic Bias

New Risks: Security, Privacy, Regulatory, Ethical 

Can the use of ChatGPT Break Privilege and Waive Confidentiality?
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ChatGPT: Phishing/Social Engineering

© Connell Foley 2025Source: Kroll, Emerging Chatbot Security Concerns (Mar. 23, 2023)



GAI Implications to Consider

Potential for disinformation and Deepfake creation

Harassment and hate speech

Jobs security 

Privacy and security

Scams and fraud

Ethical and legal concerns 

Plagiarism and academic cheating

Impersonation 

Hallucinations and inaccuracies

Unknown risks

Overly reliant on AI
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Understanding Familiarity & Usage Trends of GAI

Familiarity & Use

69% of U.S. teens and 74% of parents are most familiar 

25% parents saying they “know a lot”, compared to 
22% teens

45% of teens agreed that their parents know more than 
they do about GAI, 43% of parents saying they know 
more

67% of teens are slightly more likely than parents 
(64%) to “have used or tried using GAI”

73% of U.S. parents and 63% of teens say they mostly 
use GAI for analytical tools

67% of parents and 61% of teens use it for creative 
tasks

Teens are more likely (74% vs. 59%) to use GAI “to be 
more efficient at tasks including proofreading and 
creating synopses of longer works”
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• Top Concerns

Source: Survey Sheds Light on Parent, Teen Feelings about Generative AI (Nov 16., 2023)



Navigating Student Data Privacy in the Classroom
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Why should classroom teachers care about student data privacy?

• As classroom use of newer technologies such as computers, apps, mobile devices, online services and programs 
increases, data collected about individual students that did not exist is now being collected

• Metadata of online student behavior is created, collected and often held by third party companies that provide school 
related services to students

• It is more commonplace for schools to share student data with third party companies that provide school related services 
to students

• Concerns regarding what information is being collected or shared are being raised by parents and students

What constitutes student data?

• Student personal info. such as students' identity, academics, medical conditions or anything else that is collected, stored, 
and/or communicated by schools or technology vendors on behalf of the school that is specific to the individual student

What is an education record?

• Family Educational Rights and Privacy Act (“FERPA”) protects educational records that contain information that directly 
relates to an individual student which are maintained by an education agency/institution or by a third party acting on 
behalf of the agency or institution

• New Jersey laws and regulations also provides specific definitions of student records.

Student record



Navigating Student Data Privacy in the Classroom
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Companies that provide online tools to schools

• Be familiar with your school’s policy or process for selecting and utilizing educational tools

• If a policy does not exist, be sure to ask for the app or service to be vetted.

• Staff should not be utilizing any tool or app without administration approval. 

• Administration should not be using any tool or app without Superintendent approval

What federal and state laws need to be followed

• FERPA

• The Children’s Online Privacy Protection Act (“COPPA”) controls what information is collected 
from young children by companies operating websites, games, and mobile applications 
directed toward children under 13

• The Protection of Pupil Rights Amendment (“PPRA”) outlines restrictions for the process when 
students might be asked for information as part of federally funded surveys or evaluations

• State laws vary and you should be aware of New Jersey’s specific law requirements.
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Increasing Threat of Deepfakes
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Deepfakes

Deepfake: a combination of “deep learning” and “fake.” Deep Learning is a form of machine 
learning and artificial intelligence through which computers can learn – and act – like humans 
do. At its most simple, deep learning works by providing the machine with more and more 
data/inputs. By analyzing each example the computer uses that data to get better at 
recognizing and analyzing the input.
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Spotting a Deepfake:

• Unnatural movement of the body, 

face, or eyes

• Change in the color or lighting 

from one frame to the next

• Lips poorly synched with speech

• Digital artifacts in the image

• Morgan Freeman Deepfake

Iterations of Deepfakes:

• Images

• Textual

• Audio

• Social media accounts





Schools are increasingly grappling with several 
significant issues related to deepfakes:

Cyberbullying and Harassment: Deepfakes are often used to create non-consensual intimate imagery (NCII), 
which can be highly distressing for students and staff. This includes fake, sexually explicitly images or videos that 
can severely impact the mental well-being and reputations of those targeted

Defamation: Deepfakes can be used to create false and damaging content about teachers, administrators, and 
other members of the school community. This can lead to serious reputational harm and legal challenges

Lack of Preparedness: : Many schools are not equipped with the necessary policies or training to effectively 
handle deepfake incidents. This includes both preventing the creation and distribution of deepfakes and 
supporting victims when incidents occur1.

Educational Disruptions: The circulation of deepfakes can disrupt the learning environment, leading to 
significant distractions and emotional distress among students and staff

Legal and Ethical Challenges: Schools face complex legal issues when dealing with deepfakes, including how to 
appropriately discipline perpetrators while providing support to victims.

Addressing these challenges requires a combination of updated policies, increased awareness, and 
comprehensive support systems for both students and staff.
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School Cases
Lancaster Country Day School (2023)

A student created explicit AI images of 50 female classmates

Head of School, Matt Micciche, learned of the problem, but allegedly did nothing, allowing more students to be 
targeted for months.

Lawsuit threatened for failure to report harmful images.

More than half the students walk out of school in protest

Proposed U.S. laws aim to criminalize creating/sharing non-consensual deepfakes

Legal updates needed to hold platforms accountable and prevent harmful content spread.

Westfield High School (2023)

At least 30 female Westfield High School students have been victimized by a student who used artificial 
intelligence to place their faces on pornographic images (referred to as Deepfakes), leaving them feeling 
embarrassed and ridiculed.

Law enforcement authorities launched an investigation into the cyberbullying incident

The perpetrator responsible for creating and sharing the explicit images was identified and faced legal 
consequences

The case highlighted the importance of laws and regulations addressing cyberbullying and online harassment
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Cyberbullying and Harassment Policies: Update existing policies to explicitly include deepfakes as a form of cyberbullying and 

harassment. This ensures that any creation or distribution of harmful deepfake content is clearly prohibited and subject to 

disciplinary action

Media Literacy Education: Incorporate media literacy programs into the curriculum to educate students and staff about 

deepfakes. This includes understanding how deepfakes are created, recognizing them, and knowing the potential harms they can 

cause

Support Systems for Victims: Establish clear protocols for supporting victims of deepfake incidents. This includes providing 

counseling services, ensuring privacy, and taking swift action to remove harmful content

Title IX Policy Updates: : Amend Title IX policies to explicitly address online conduct, including the creation and distribution of 

non-consensual intimate imagery (NCII) and deepfakes. This helps protect students from sex-based harassment and ensures 

compliance with federal regulations

Staff Training: Provide regular training for teachers and administrators on the ethical and legal implications of deepfakes. This 

helps staff recognize and appropriately respond to incidents involving deepfakes

Collaboration with Law Enforcement: Develop partnerships with local law enforcement to address severe cases of deepfake 

misuse. This ensures that serious incidents are handled appropriately and that perpetrators are held accountable

Clear Reporting Mechanisms: Implement clear and accessible reporting mechanisms for students and staff to report deepfake 

incidents. This encourages prompt reporting and ensures that incidents are addressed swiftly. By adopting these policies, schools 
can create a safer and more supportive environment for students and staff, mitigating the risks associated with deepfakes.

Strategies for Schools to Combat the 

Challenges of Deepfakes
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Mitigation Steps
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Mitigating the Risks 

AI & ChatGPT

Usage Policies

Risk-based usage policies

Data Input

Stepped up Awareness 
and Training

GPT Based Security Tools

Parental Control
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Deepfakes
• Be educated and vigilant – know how to 

spot a Deepfake
• Consider the use of technologies that 

can verify whether a video or image has 
been manipulated

• Follow best practices that protect 
against other types of cyber fraud

• Introducing bill of Deepfake technology
• Morgan Freeman Deepfake



Deepfake Detection Tools

The costs of deepfake detection tools can vary widely based on their features and the scale of deployment. 
Here are some details on the pricing for a few popular tools:

Deepware: The cost of Deepware's services can vary significantly depending on the specific needs and 
scale of deployment. For detailed pricing, it's best to contact them directly for a quote

Sensity: Sensity offers flexible pricing plans tailored to the needs of different organizations. The exact cost 
can depend on the volume of media analyzed and the specific features required

Reality Defender: Reality Defender provides scalable pricing plans based on the needs of the organization. 
The pricing structure is designed to accommodate various sizes of enterprises and institutions

Sentinel: Microsoft Sentinel's pricing is based on the volume of data analyzed and stored. It offers a pay-as-
you-go model as well as commitment tiers. The first 31 days are free for new users, with up to 10 GB/day of 
log data ingestion at no cost

TrueMedia: TrueMedia.org, a nonprofit organization, has recently decided to open-source its AI deepfake 
detection technology due to the high costs of maintaining the service. This means their technology will be 
available for free to researchers and developers
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Key Strategies for Ensuring Deepfake Policy 
Compliance in Schools

Ensuring compliance with deepfake policies in schools involves several key strategies:

Clear communication: Clearly communicate the policies to all students, staff, and parents. This includes explaining 

what deepfakes are, why they are harmful, and the consequences of creating or sharing them

Regular Training: Provide ongoing training for both students and staff on recognizing and responding to deepfakes. 

This helps ensure everyone is aware of the latest developments and understands their roles in maintaining a safe 

environment

Monitoring and Reporting Systems: Implement robust monitoring systems to detect deepfake content. Encourage a 

culture of reporting, where students and staff feel comfortable reporting suspicious content without fear of retaliation

Consistent Enforcement: Apply policies consistently and fairly. Ensure that any violations are addressed promptly 

and in accordance with the established disciplinary procedures

Collaboration with experts: Work with legal and cybersecurity experts to stay updated on the latest threats and best 

practices. This can help schools adapt their policies and responses as new challenges arise

Support for Victims: Provide strong support systems for victims of deepfake incidents, including counseling and legal 

assistance. This helps mitigate the impact on those affected and reinforces the school's commitment to a safe 
environment.

By implementing these strategies, schools can create a comprehensive approach to managing deepfakes and ensuring 
compliance with their policies.
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Using AI/GAI Safely in a School Setting
Implement education and security awareness training for school parents and children.

Incident Response Plan, Incident Response Team, Tabletop Exercises specifically addressing sextortion and cyberbullying.

Engage actively: Utilize GAI for learning, creativity, and decision-making. Experiment with questions and ideas.

Verify information: Stay critical and ask for sources to confirm accuracy. Don’t make significant decisions solely based on GAI output

Collaborate wisely: Involve family using GAI for planning vacations, purchases, and more. Enjoy the process and use imagination to enhance 
interactions

Establish relationships with law enforcement (MOU).

Backup critical data and test restore from secure breakup.

Prepare and maintain inventory of hardware and software assets.

Have strong access controls especially in remote environment.

Use multifactor authentication.

Smart passwords

End-to-end encryption

Patch management. (Follow Microsoft patch Tuesdays).

Review all policies of insurance and procure a standalone cyber liability policy that best fits coverage needs, including ransomware and 
business interruption.

EDR to protect against potential malicious endpoint activity.

Vet and manage third-party vendors to transfer risk. Vendor Agreements are essential.
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AI Legal & Regulatory
Developments

© Connell Foley 2025



Laws and Regulations on the Rise
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United States 

American Data Privacy and 
Protection Act

Biden Admin: AI Research, 
Development, and Deployment 
Initiatives

European Union: EU 
Artificial Intelligence Act

China: Measures for the 
Management of Generative 
Artificial Intelligence 
Services

ABA Resolution 604, 
adopted at the ABA’s 2023 
Midyear Meeting, proposes 
guidelines for organizations 
that design, develop, 
deploy, and use AI



Cyberbullying Laws & Regulation
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NJ Law Against Cyber-
Harassment – N.J.S.A 2C:33-4.1

NJ Child Pornography Laws – 
N.J.S.A. 2C:24-4; 2C:43-3,3.8,7

- Includes promoting obscene 
material to children – N.J.S.A. 

2C:34-3

- Mitigation with Sexting Diversion 
– N.J.S.A. 2A:4A-71.1

SAFE for Kids Act (NY) - Senate 
Bill S7694A

Cyber Harassment - N.J.S.A. 2C:33-
4.1

HIB Law - NJSA 18a:37-13 et seq.

Which New Jersey state laws cover bullying?

New Jersey Statutes Annotated §18A:6-112. Instruction in suicide prevention for public school teaching staff

New Jersey Statutes Annotated §18A:7E-3. Report card information

New Jersey Statutes Annotated §18A:12-33. Training program: requirements

New Jersey Statutes Annotated §18A:17-46. Reporting of certain acts by school employee: report: public 
hearing



Penalties for “Sexting”/Sextortion
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A person who creates, distributes, or possesses with intent to distribute = 2nd degree offense (N.J. Stat. 
§ 2C:24-4)

• 10-20 year sentence

• Up to $150,000 in fines

• Smaller administrative penalties ($1,000) to fund computer crime prevention efforts

• Register as a sex offender (N.J. Stat 2C:7-1 et set. “Megan’s Law”)

Knowingly in possession of child pornography = 3rd degree offense (N.J. Stat. § 2C:24-4(b)(5)(b))

• 5-10 year sentence

• Up to $15,000 in fines

• Smaller administrative penalties ($750) to fund computer crime prevention efforts

• Register as a sex offender

N.J. Stat. § 2C:14-9.1- Sexual extortion, crime, parameters

• An actor commits sexual extortion if they purposefully coerce another person to engage in sexual acts, expose intimate 
body parts, or create sexual images or recordings by threatening harm to the victim or their reputation, or by threatening 
to disclose such images or recordings. This offense is a third-degree crime. Aggravated sexual extortion occurs when the 
victim is a child under 18 or an adult with developmental disabilities, and it’s a second-degree crime. Key terms are 
defined within the statute, and it doesn’t prevent prosecution for other related offenses like sexual assault or invasion of 
privacy.



www.connellfoley.com

Legislative Initiatives:

Kids Online Safety Act (KOSA): In September 2024, the U.S. Senate passed KOSA, requiring tech companies to 
implement enhanced safety measures for users under 17.  The act mandates platforms to set the highest privacy 
settings by default for minors and to address issues such as mental health, bullying, and exploitation.  Senate 
approved bill with a 91-3 vote; awaiting further action in House of Rep.

Stop Bullying Act: This bill aims to establish state anti0bullying task forces to study, address, and reduce bullying in 
schools.  The proposed legislation shows the federal government’s commitment to combating bullying through 
structured research and policy implementation.

Statistical Insights:

Prevalence of Cyberbullying: Recent studies indicate that cyberbullying involving US teens has steadily increased.  
For instance, 2024 statistics show that approx. 26.5% of teens experienced cyberbullying.

Global Perspective: The World Health Organization’s 2024 study highlighted that one in six school-aged children in 
Europe experiences cyberbullying, emphasizing the global nature of the issue.

Platform Accountability:

Social Medical Platforms: In response to rising concerns, countries like Australia have announced plans to require 
social medical platforms to actively prevent online harm to users, focusing on issues like bullying or predatory 
behavior.

New Developments
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Predictions for the Use of
AI/GAI/ChatGPT in the
Not-So-Distant Future
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Predictions for the Use of AI/GAI/Catgut in the 
Not-So-Distant Future

Lawsuits

Auto/Autonomous AI

Who is Supporting Who

AI Disclosures and Transparency

Emotional Intelligence, Privacy & Plagiarism

Quality of Prompts
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